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Abstract—Blockchain technology is recognized as a suitable
tool to secure the energy trading because it could perfectly match
the distributed structure of peer-to-peer (P2P) energy market.
But its usage is stuck on the transaction level. Control systems are
significant to the microgrid as they ensure a stable power delivery
system and regulate the performance of parameters such as active
power and frequency. This paper proves that the blockchain
technology is also effective in securing the distributed control
systems against the false data injection attack. A six-prosumer
microgrid is tested with the implementation of the hierarchical
blockchain system. The security of both the control system and
energy trading system of the microgrid is ensured. Smart con-
tracts are created to calculate the feedback measurements for the
control system and execute the energy transactions. According
to the hierarchical structure, the private blockchain with static
nodes is implemented for the distributed control to match the
sampling rate. A Proof-of-Authority based blockchain is utilised
to support the energy trading. In addition, a double auction
based simple iteration (DA-SI) pricing scheme is designed to
improve the social welfare of the microgrid. Finally, case studies
are presented to verify the proposed hierarchical blockchain
system as an effective method to safeguard the control system
and maximize the benefits of prosumers. Numerical results show
the effectiveness and feasibility of the proposed approach.

Index Terms—Distributed control, peer-to-peer energy trading,
cyber-security, hierarchical blockchain, smart grid

I. INTRODUCTION

Peer-to-peer (P2P) energy trading has become an increas-
ingly popular research direction since it allows direct energy
trading among prosumers without being charged by intermedi-
aries. To ensure the transparency and security of transactions,
blockchain technology is widely used to protect the energy
trading within microgrids. As blockchain has been already
considered as an effective method for supporting P2P energy
trading [1], the application potential of blockchain in other
aspects of power system such as to safeguard the security of
a control system could also be realised. To maintain a robust
energy delivery system for energy trading, the requirement
for a solid control system for local distributed generators is
extremely significant [2]. Nowadays, the software systems
for the modern power system, especially for the distributed
secondary control, is vulnerable to cyber attacks. False data
injection (FDI) is one of the malicious methods to attack the
exchange measurement data and control commands via the
control network of microgrids [3]. Due to the cryptographic
mechanism and distributed ledger features of blockchain, it is
valuable to apply blockchain technology to ensure the security
of both control systems and energy trading for power systems.

A. Related Work

For the previous research on blockchain based energy
trading, the authors in [4] integrate their proposed blockchain
framework with a double-auction Vickrey-Clarke-Groves
(VCG) mechanism to handle probable market deficiencies. The
bilateral contracts and electronic commerce platform are also
created to support the trading functionalities with the main
grid, which is similarly considered in [5]. Differently, the
authors in [5] also take the power loss factor from energy
transmission into account and create an internal mining-
rewarding mechanism to maintain the consortium blockchain
extension, which is also utilised in [6], [7] to provide a
quantitative analysis of the blockchain value and disable the
dishonesty and malicious behaviours among participants. In
[8], the authors design a new slot-ahead electricity market
structure based on an end-user marginal price linked with a
modified blockchain model. To consider prosumers’ behavior
deviation in the distributed power dispatch mechanisms, a
distributed strategy update algorithm is proposed in [9] to
optimize their bids by using the price information. For the
implementation of blockchain, the authors in [10] use private
blockchain to enhance the stability and efficiency of their
proposed energy trading model with the consideration of credit
rating. The research work about various pricing schemes for
blockchain based energy trading is also investigated. Game
theory [11]-[13], demand response [14], [15] and double
auction [16], [17] are widely applied in the P2P energy trading.
But the mechanisms of game theory and demand response
include a complicated iterative computation burden that the
smart contract could not afford. Therefore the double auction
is considered as the optimal market clearing method to be
supported by the blockchain. In addition, while traditional
double auctions could only provide a trading price range,
determining the optimal price of the market calls for more
specific pricing schemes.

As energy trading is operated on the basis of safe energy
generation and transmission systems, the cyber-security for
the distributed control of power systems becomes a significant
task. The centralised control system of the microgrid is vulner-
able to the FDI since the microgrid operator could not provide
efficient detection and protection. FDI as a major threat to
microgrids is studied in the previous work. The authors in
[18] introduce an attack vector relaxing error and propose
an imperfect false data injection attack model as well as its
implementation method. In [19], the authors analyze the FDI
attack in the electricity grid that it could compromise either
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the physical or economic operation of the power system based
on the experience from the late 2015 Ukraine Blackout event.
The local FDI attack is modelled in [20] with reduced network
information to determine the optimal attacking region of mod-
ern power grids. In addition to the modelling and simulation,
the detection of FDI attack is studied in [14], where a sub-grid
oriented micro-service framework which integrates a designed
spatial-temporal neural network in AC-model power systems is
proposed. Various types of FDI datasets are tested on a public
benchmark power grid. The authors in [21] analyse different
FDI detection algorithms including the model based and data
driven algorithms. The main criteria that should be considered
in developing detection algorithms for the FDI attacks is also
presented. Other FDI detection methods such as filter-based
tracking scheme [22], deep learning [23] and deep neural
network [24] are utilised to recognize the behaviour pattern
of FDI based on the historical measurement data.

B. Motivation and Contribution

However, the implementation process of blockchain is rarely
demonstrated in the previous works and the computation
burden of their proposed pricing scheme cannot be afforded by
the blockchain system theoretically such as machine learning
[25] and game theory [26], [27]. The drawbacks of both public
and private blockchains are not addressed since: 1) public
chain could cause enormous gas costs and mining consump-
tion; 2) private chain cannot ensure the decentralised trading
structure of P2P energy market and it becomes vulnerable
when the central agent is attacked or becomes malicious.
Additionally, it should be noted that no studies have been
considered on expanding blockchain in other aspects of the
power system in addition to its usage for P2P energy trading.
The bottleneck of blockchain applications in the power system
lies essentially in supporting the energy transaction. Current
studies on blockchain based control system mainly focus on
the access control system with IoT, which ensures the data
privacy of networks. The concept of this type of control system
is different from that existing in the power system. And for
the FDI attack against the distributed control systems, most of
the previous studies only focused on modelling and detection
without proposing an effective protection approach [28]-[30].
For those studies with respective protection strategies, their
designed methods are only effective to few specific FDI attacks
or their problem formulation is based on random attacks [31].
Although blockchain is considered as a potential method to
address FDI attacks in several works [32], [33], there is no
implementation to prove that it could be a comprehensive
method to protect the secondary control of the power system.

In this paper, the focus is on designing a hierarchical
blockchain based on the Ethereum platform to protect both
the control system and energy trading for a microgrid. The
first level of blockchain implementation is for the distributed
secondary control layer, which requires a secure and efficient
communication environment for the neighbouring local dis-
tributed generation (DG) controllers. Depending on the cryp-
tographic and consensus protocol feature of the blockchain,
any malicious attack is prevented by its adoption [34]. Be-
sides, its data transparency and the decentralization feature

could provide an efficient detection of the FDI. Instead of
exchanging the money and products (energy) for transactions,
the designed smart contracts are responsible for executing
the exchange of the input and feedback control commands
during each sampling slot. To match each extremely short
sampling slot and ensure the control quality, the Ethereum
private blockchain with static nodes connection is used for
the first level of the proposed hierarchical blockchain system
since the public blockchain requires a much longer period for
block production and costs enormous gas consumption. It has
been proved that a private blockchain is able to mine 20,000
transactions per second [35] which is adequate to match the
sampling of the distributed control system (DCS).

The second level of the hierarchical blockchain system is de-
signed for the P2P energy trading within the microgrid. Due to
the limited calculation capability of smart contracts, a double-
auction with simple iterations (DA-SI) method is proposed to
generate the optimal trading price for both consumers and pro-
ducers to improve the social welfare. In the second blockchain
level, an Ethereum based Proof-of-Authority (PoA) private
blockchain is adopted to protect each energy transaction. By
assigning all of the prosumers as the authority nodes, the PoA
consensus protocol regulates the behaviours of prosumers and
incentivizes the miners to maintain the blockchain operation
[36]. Besides, the mining consumption is controllable since the
mining opportunity is competed within the microgrid and the
decentralised trading structure is ensured as no central agent
could dominate the mining mechanism.

In this context, the contributions of this paper are:

o The breakthrough of the bottleneck of blockchain appli-
cations in a power system is achieved by the designed
hierarchical blockchain system, which expands its usage
to the distributed secondary control layer of the microgrid
in addition to the energy trading.

o Both the internal and external FDI attacks against sec-
ondary control are analyzed and defended by the pro-
posed blockchain model and the quality of each control
process is also ensured as the mining rate is improved to
match the sampling rate of control system.

e A smart contract-affordable pricing scheme design is
created by using DA-SI method with the PoA consensus
protocol, which eliminates the price gap between buying
and selling price and improves prosumers’ welfare.

o The implementation of the hierarchical blockchain system
to protect and support both DCS and P2P energy trading
is specifically demonstrated.

The remaining of this paper is organized as follows: Section
IT presents the system setup of the proposed hierarchical
blockchain system for the microgrid. Section III describes
the protection mechanism of the first blockchain layer for
the secondary control. The second blockchain layer designed
for P2P energy trading with the proposed DA-SI scheme is
introduced in Section IV and a welfare analysis is presented.
A case study as well as the implementation process of the
hierarchical blockchain system is shown in Section V. Section
VI analyses the performance and security results of the pro-
posed method. Finally, Section VII concludes the study and
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proposes its related future work.

II. HIERARCHICAL BLOCKCHAIN SYSTEM SETUP

The proposed hierarchical blockchain system is set up based
on Ethereum platform. As one of the biggest blockchain
companies, Ethereum provides multiple blockchain services
and flexible environment for researchers to build up their
own projects. Although Hyperledger Fabric and Hyperledger
Besu are also proficient in the private blockchain setup [37],
Ethereum private blockchain is facilitated with a simpler
and clearer mining mechanism [38] which is more suitable
for matching the high-rate sampling frequency of DCS. The
blockchain setup for the P2P energy trading within the micro-
grid is also based on Ethereum but the PoA consensus protocol
is adopted to progressively support the DA-SI pricing scheme.
Fig. 1 presents the schematic illustration of the proposed
blockchain based microgrid system.

According to Fig. 1, the first level of the proposed
blockchain system is the private blockchain based DCS for
four DG controllers, which safeguards the data transmission
and delivers the control commands back to the microgrid. Sup-
ported by the first distributed control layer, the second level of
the blockchain system is the energy trading layer within the 6-
prosumer microgrid, including four producers with respective
DG and two consumers. All prosumers are equipped with a
battery energy storage system (BESS). Specific explanations
of the proposed hierarchical blockchain based microgrid for
DCS and energy trading are provided in Sections III and IV
respectively.

III. FIRST LEVEL: PRIVATE BLOCKCHAIN DESIGN FOR
DCS

In Fig. 1, the distributed control layer of the DCS simulation
setup by RT-LAB is operated in a real-time simulator machine.
In this paper, the proposed blockchain system is set up on the
four-DG controller microgrid.

A. Working Process

In this section, the working process of the proposed model is
specifically explained. The real-time input data sampled from
DCS is transferred to a socket interface via the User Datagram
Protocol (UDP), which is a communication protocol used to
enable low-latency data transmission. The socket interface
provides data transmission services between the DCS and
the private Ethereum blockchain, including four data transfer
channels for the four DG secondary controllers. The data
items are packed and categorized for further transmission to
the proposed blockchain system by using Remote Procedure
Calls (gRPC) which provides services such as authentication
and bidirectional streaming. After receiving the input data,
the DG controller nodes collect the measurements from each
other depending on the communication network provided by
the static nodes services shown in Fig. 2.

According to Fig. 2, each controller node could only com-
municate directly with another two nodes since there is no
communication line between the nodes on the diagonal lines.

The communication structure of the four DG controllers could
be described as a weighted adjacency matrix [ as:

0 inlg 0 in14
o ingl 0 Z"I’LQg 0
I= 0 Z'TI,32 0 in34 (l)
in41 0 in43 0

where in;; > 0 refers to the direct information exchange
between controllers DG; and DG;. Since there is no com-
munication line between DG and DG3, DG5 and DGy, the
corresponding elements are 0.

The static nodes are a set of trusted nodes and the
DG controller nodes are connected with each other through
StaticNode.json, which records their enode [39] addresses
of them. enode is the connection port of each blockchain
node offered by the Ethereum platform [36]. In addition,
static nodes are exempted from maximum peer and remote
connection limits and therefore this connection method pro-
vides a more flexible communication network and improves
the speed of the mining process. Under most ideal conditions,
the duration of each block production equals to that of each
sampling process (1 = T%).

The smart contracts are responsible for the controller for-
mulation and feedback calculation. The functions in the smart
contracts for data exchange are designed for the four secondary
controllers. After being deployed to the blockchain by the
Truf fle.js, the Web3.py calls the functions offered in smart
contracts to calculate the control feedback such as frequency
U, sent by the secondary controllers as:

Up=Ky*[(I-D)xF+ G« (F"—F)] 2)
wy
.
F= ws 3
Wy
i +inig 0 0 0
D= 0 1Mol + 1nog 0 0
- 0 0 ingz + inzg 0
0 0 0 1ng1 + 1043
4)

where G is the weighted matrix and F™* is the reference
frequency matrix of the four DG units. K,, refers to the
positive control gain. For each controller, the diagonal
elements in D refer to the communication lines linked
with other controllers according to Matrix I. They are the
sum of the elements in every row of Matrix /. The working
mechanism of smart contracts is demonstrated by Algorithm L.

It should be noted that the final step of the smart contract
execution is to remove the previous data. It is because new
measurement data of the next control process will arrive. The
removal of the previous data helps to relieve the storage burden
of smart contracts and prevent latency caused from the mining
process. Then, the new value of the DCS frequency with its
objective is calculated as:
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system based microgrid

Algorithm 1 DCS execution of smart contract

for each smartcontract; € [block;] do
Establish structure of each node:
Lof Communication < addresslaccount], uintid], int[f, P, Q,v] >, bool[true]
. ML . Constructor:

*
Secondary reference value K, w}, owner[msg.sender]
mary
roller,

Controller

Secondary

Controller Receive data:

Register nodes < address,id, [f, P, Q,v] >;
Require node.engage = true;

Input: int[f, P, Q,v]

Calculation:
Function I: feedback calculation for nodel;

Prir‘nrary b 4 Prir‘n'ary b 4 Funct%on I1: feedback calculatign for node?2;
Eﬂtroller gm@ o Function III: feedback calculation for node3;
Function IV: feedback calculation for node4;
Return values to four nodes:
/ < addresslaccount], wint[id], int[f, P, Q,v] >, bool[true];
Y Microrgrid Delete nodes information;

end for;

Fig. 2. DCS structure of microgrids where w; is the reference frequency value for DG;. ky,; is
the droop coefficients and Jw; is the compensation item of

the secondary control.
lim w;(t) = w} (6)

S Finally, the new measurements are transferred back to the
oo
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socket interface via the gRPC and further passed to the real-
time simulator machine, which is the end of one control
process.

B. Protection Rationale

Unlike the traditional private blockchain that only one node
is assigned as the miner to pack the data and maintain the
operation of a blockchain, all of the four nodes are assigned as
miners to share the computation burden of mining. The input
and feedback data is protected by a cryptographic packing
method called hash function, which encodes the practical
measurement data into a set of hash codes. The produced
hash codes are extremely difficult to be decoded and traced.
Thus, these data items are protected by the blockchain system.
The content of each block that will be hashed includes the
measurement data, smart contracts, time and previous hash
codes of its former block, which is defined as:

Block(n) = Hash(DCS < data >, Ctres, Time, Block(n—1))

(N
where Ctrcs refers to the deployed smart contracts and
DCS < data > refers to the measurements of the electrical
parameters.

According to (7), the chains of blocks are established
because the hash codes of each new block are produced
based on those of the previous blocks. This feature protects
the DCS system as any malicious attacks on overwriting the
content of the blocks would break the chain which could
be simply detected and become an invalid attack. Especially
for the attacks outside the microgrid such as the FDI attack,
the attackers are required to decode the hash code, inject the
false data into the DCS data or smart contracts and re-hash
the new block content with all of its previous blocks again.
Furthermore, since the blockchain only recognizes the longest
chain, the mining computation capability of the attackers must
overpass those four mining nodes within the microgrid. Such
enormous workload is extremely energy consuming which
is considered as impossible to accomplish. To enhance the
mining rate, the mining difficulty of the blockchain is set
at a very low value. With the support from the gRPC, the
mining speed is theoretically impossible to be exceeded by
any attackers outside the microgrid.

Another type of FDI attack is the attacker inside the
microgrid, which means the attacker is one of the assigned
miners. In this scenario, DG controller nodel is assumed to
be the malicious miner. In each control process, the input of
the attacker nodel is overwritten and injected as false data
set:

N{ =[FDy Dy 0 Dy (8)

where F'D is the false input from nodel and D; is the input
from the other nodei controllers.

According to (2), a false calculation outcome of the smart
contract is generated as:

Upwi = K[(D* — FD1)+ (Dy— FDy)+ (D3 — FDy)] 9)

with

Uowl =U+ Qowl (10)
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where D* is the reference value, and «,,1 refers to the
deviation between the corrected U and the false U,,1.

When it comes to the DG controller node2, the input
received could be defined as:

Ny =[FDy D, D3 0 (11)

where F'D; is the input false data from the nodel.

Its feedback value U, is also influenced by the false F'D;
injection which leads to a new false measurement from node2
as F'Ds in the next round of control as:

Uowz = K[(D* — Da) + (FD1 — D2) + (D3 — D2)] (12)

Subsequently, the false feedback provided by the attacker
nodel then progressively influence the inputs for all the other
controller nodes as well as those of the next DCS process until
all of the inputs are false data which is shown as:

FD, FD, 0 FD,
_|FDy, FDy, FD, 0

@) =1"0" Fp, FDy, FDs (3)
FD, 0 FD, FD,

The consequence caused by (13) would lead to frequency
concussion and breakdown of the DCS system. In this sce-
nario, the advantage of static nodes based private blockchain
could be realised. Within the proposed blockchain system,
tracing the data does not require decoding and re-mining
for the other miners within the microgrid, and therefore it
is convenient and efficient to detect the malicious miner. As
mentioned, the list of static nodes is made on the basis of
trust among miners of the private blockchain. Since the whole
mining process is transparent to the other three miners, once
the malicious miner has been detected, it will be defined as an
untrustworthy node and its account address will be eliminated
in the static nodes list, thereby losing the connection to the
whole blockchain based DCS system. The protection rationale
of the proposed blockchain system is illustrated in Fig. 3.

Start attacking

Trace the attacker

ore than 2/
attackers?
Yes
protection
Static node address|
elimination

Hash decoding &
blockchain re-mining

Overpass the
griginal system?2

Successful
protection

Fig. 3. Protection mechanism against internal and external attacks

Overall, the first level of the hierarchical blockchain system
is able to guarantee the integrity and reliability of the DCS
system without causing any negative effect as long as 2/3 of
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the nodes are not compromised according to the Ethereum
standards [36].

IV. SECOND LEVEL: POA BLOCKCHAIN DESIGN FOR
ENERGY TRADING

As shown in Fig. 1, the proposed microgrid system includes
six prosumers, of which four producers are equipped with DG
and the other two are consumers. In the P2P market, producers
could also become consumers when their energy generation
cannot fulfill their load demands and consumers could become
producers when they have surplus energy in their BESS. The
energy generated by each producer should firstly fulfill their
own demands and the extra energy stored in BESS could be
sold in the market. Since private blockchain is applied in the
proposed model, the mining consumption is extremely low and
thereby being ignored in the welfare calculation.

A. Blockchain Design

Different to the blockchain adopted in the first DCS layer, a
PoA based private blockchain is applied for the energy trading
layer. According to the PoA consensus protocol, only authority
nodes could validate transactions and generate blocks. These
authority nodes are also known as trusted nodes. This means
that the authority role depends on the reputation of each node.
Prosumers earn the right to become authority nodes so they are
incentivized to maintain the mining process to attach a positive
reputation to their own identity. Malicious operation within the
microgrid will be punished by having the node removed from
the list of authority nodes. This consensus protocol is more
robust and efficient than the others such as Proof-of-Work and
Proof-of-Stake due to less energy consumption and latency
caused.

In the proposed PoA blockchain system, all six prosumers
are initially assigned as authority nodes to share the min-
ing burden. The communication network is supported by a
Bootnode service instead of static nodes since the mining
process for energy trading is not required to achieve such
high-rate block production as that for the DCS system, and
the interface of Bootnode enables the supervision of the nodes
connection. The information of energy generation and BESS
profile is stored in prosumers’ respective database. The data
of successful energy trading is recorded in the distributed
ledger offered by the blockchain system. The proposed DA-SL
pricing scheme is coded in the smart contract and deployed
to the blockchain by Truf fle.js. The WEB3 interface
enables the data transmission of energy transactions between
the microgrid and the blockchain system.

The protection rationale for the energy trading layer is
similar to that for the DCS layer. As transaction information
is hashed and added to the blockchain, it is impossible to
be overwritten. In addition, legal behaviours of prosumers are
ensured since malicious operation is punished according to the
PoA consensus protocol.

B. Pricing Scheme Design
In this paper, a DA-SI pricing scheme is proposed to gener-
ate the trading price and clear the market. An effective double

auction based pricing scheme should maximize the social
welfare and total utilities of prosumers while incentivizing
prosumers to bid their price. In the DA-SI pricing scheme,
the bid prices of consumers (b;) are sorted in the descending
order with the consideration of the price offered by the utility
grid (UG),

by > by > ...>by >bprr, N €[1,6] (14)

where bprr is the price offered by the feed-in-tariff (FIT) and
N is the number of consumers.

The ask prices of the producers (a;) are sorted in the
ascending order with the consideration of the price offered
by the utility grid (UG) as:

ag < ag < ...<as_ny < ayg, N €]1,6] (15)

where ay ¢ refers to the price from the utility grid. With six
total prosumers and N conusmers, the number of producers
is calculated as 6 — V.

As illustrated in Fig. 4, the intersection point of the quantity-
price curves of the producers and consumers defines the range
of the clearing price within [a;, b;].

Pricelr
dug
b1 Clearing price
b2
—2% . producers
as
az
ai Consumers
brit

Energy Quantity

Fig. 4. DA-SI pricing mechanism

To further calculate the clearing price within the range,
a simple-iteration (SI) plan is proposed. The final value of
the clearing price for each time slot should be related to
the supply-demand (SD) ratio according to the rationale of
economics [40]. The SD ratio € is calculated as:

6-N

t Zj:l Pth

€ = Nit

>i=1PDp;

where pth refers to the surplus energy generated by producer
j and ph,, is the energy demands of consumer i.

The correlation between the electricity ask prices and the

SD ratio should be negatively proportional [41]. With the price

range [a;, b;] produced from the double auction mechanism,
the SI scheme is designed as:

(16)

Bt(n) AH0) = at
t _ J
A (TL+1) Bt(?t_(;st(n)et—‘rla{Bt(o) :bi a7
Bi(n+1) = A'(n+ 1)é" + B'(n)(1 — ") A40) = a5
| BH0) = b
(13)
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where 0 < € < 1, and A(n) and B(n) are the ask and bid
prices after n iterations.

The iteration will be terminated until the value of the
bid price equals the ask price A(n) = B(n). The specific
convergence proof of the iterations is introduced in [5]. But
unlike the iteration scheme provided in [5], the initial value
of A(0) and B(0) are set as a; and b, respectively according
to the double auction, in which the price range is smaller and
thus the iteration calculation burden is progressively relieved
and more affordable for smart contracts execution. Finally, the
clearing price C for each time slot is defined as:

C' = A'(n) = B'(n) (19)

The proposed DA-SI pricing scheme is written in the smart
contracts. This enables the clearing of energy transactions
automatically when the respective value for payments and
products is balanced. Then, transactions are validated by the
authority prosumers and added to the PoA blockchain. As the
price gap between bid prices and ask prices is eliminated, the
electricity price is represented by C' in the remaining sections.

C. Utility and Welfare Analysis

According to Fig. 1, prosumers within the microgrid are
equipped with BESS. If the annual cost of each prosumer’s
battery system is FEps, then the equivalent daily cost is
calculated as fg;. Another expense of the microgrid is the
generation cost F, from the producers, which is generally
defined as a quadratic convex form of each producer’s power

generation G; [42],

Egj = ajG? + ﬁjGj +0; 20)

where o, 3; and o; are the cost function parameters related
to the types of generation source and the cost of maintenance.

The utility function models the satisfaction level of pro-
sumers related to the amount of energy purchased under
various scenarios [43]. A reasonable utility function design
should satisfy certain conditions which are:

o If there is no executed energy transaction, the value of
customers’ satisfaction level is 0.

o Within the scale of the function, the maximum value is
supposed to be obtained.

To achieve the above two requirements in the energy trading
field and for the purpose of a clear demonstration, a widely
adopted piece-wise quadratic utility function is applied for
each consumer. This is defined as:
ri
L 2D

pi >= o

wsq

2ript —w;(ph)? pl <
(rp)?

w;

U'(p}) =

o

where 7! and w; are the private parameters of consumer 4,
both of which distinguish the consumer from the others. The
value of r! may vary in different time slots or with respective
behaviours of consumers. w; is a constant value that relies on
specific energy trading conditions.

In this paper, the energy trading is based on the assumption
that the energy demands proposed by each consumer are
inflexible and necessary. This means the amount of energy

demands is the minimum value that achieves the maximum of
the utility function.
p! = min| arg max

t_pt i
Pi=Ppi= w,;

U ()] (22)

.

where p! is the power demand of prosumer 4 in ¢ time slot.

Based on (22), the value of 7! can be calculated as:
rt = w; x ph; (23)

By substituting the result from (23) into (21), the new utility
function is formed as:
pﬁ # ptDi
Pi = Ph;

wpt X [2ph,; —pt)|

9.t 24)
WiPp;

Upi)' =

With the consideration of the energy trading, the welfare of
consumers within the microgrid for one day is defined as:

thp, N N

We=> Y (Ut(pﬁ) — C'p} — 7E§i> -> f&

t=t1 i=1 i=1

(25)

where v = 1 refers to the consumers with DG and v = 0
refers to the consumers without DG. ¢ is the time slot.

The welfare of producers within the microgrid for one
day is calculated by eliminating the cost of battery and DG
maintenance from their incomes via the energy trading as:

th 6—N 6—N E
_ t .t t bs
R DY MR DE- D SE--NCT
t=t1 j=1 j=1

Finally, the social welfare of the microgrid is defined as
the total value of the welfare of all prosumers within the
microgrid.

V. CASE STUDIES

In this section, the simulation of the four-DG control system
is performed in RT-LAB and MATLAB software. The simu-
lation model of the four-DG islanded microgrid is established
and Table I shows the electrical and control parameters for the
microgrid.

TABLE I
PARAMETERS OF DCS

Parameter Value
Line Impedance R=04Q,L=18mH
Reference frequency w™* =50 Hz
Reference voltage V* = 2302V

DG Impedance
DG 2 Capacity
DG3 4 Capacity

R=01Q,L=48mH
kp = 2674, k‘Q = 4e=3
kp =e 3, kg = 2¢3

The information of the software and hardware facilities
for the hierarchical blockchain implementation is provided
in Table II. For both layers, the blockchain is established
by installing Geth — 1.10.6 with Truf fle — v5.1.49.5s and
Web3 — 5.12.0.py to deploy and realise the functions written
in the Solidity smart contracts.
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TABLE II
FACILITIES INFORMATION FOR BLOCKCHAIN IMPLEMENTATION

Facility Version
Geth 1.10.6
Node.js 6.14.6
Truffle.js 5.1.49
‘Web3.py 5.12.0
Solidity smart contracts >= 0.4.22 < 0.7.0
Raspberry Pi 10x4Model B
RT-LAB 11.3.1.34
MATLAB 20146
Other Software Scripts ~ Programming
gRPC -Py
UDP .py
Static-nodes json
Puppeth Geth-tool
Bootnode Geth-tool

A. First Level Blockchain Implementation

For the first layer, four of ten Raspberry Pi 4Bs are used
for the node installation of the four-DG secondary controllers.
gRPC and UDP are set up for the data transmission be-
tween different modules illustrated in Fig. 1. Static nodes
are set up by storing the enode ports of the DG nodes in
static — nodes.json for the communication network. The
block production interval is restrained within 200us. The smart
contracts deployment is demonstrated in Fig. 5, which includes
the addresses of smart contracts, corresponding authority
nodes and hash codes. The control results of the proposed
blockchain based DCS and the DCS without blockchain in the
normal condition are compared in Fig. 6. The control results
under a FDI attack at 6 seconds are compared in Fig. 7 (the
data injection is made by nodel.

2_default_migration.js

> transaction hash: 0x9f9b11388387593ad63ef93287b61b2ab9a75419763521f257561d0696ae534

> Blocks: @ Seconds: @

> contract address: 0xddB8e761bE52F275357A96ec344B02a1EB211195

> block number: 11639

> block timestamp: 1635750002

> account: 0x2e7010124db75599Ac4012A88f fAD5176b4882b4

> balance: 904625697166532776746648320380374280103671755200316906558.161113661821325312
> gas used: 2304760 (0x232af8)

> gas price: 20 gwei

> value sent: 0 ETH

> total cost: 0.0460952 ETH

> Saving migration to chain.
> Saving artifacts

> Total cost: 0.0460952 ETH

Fig. 5. Smart contracts deployment

According to Fig. 6, the implementation of blockchain
does not influence the DCS results negatively as there is no
difference in the results between the blockchain based DCS
and the DCS without blockchain. According to Fig. 7, without
the blockchain protection, the frequency of the microgrid
breaks down immediately after the FDI attack, meanwhile the
frequency remains near its normal value with the protection
of the proposed blockchain system. Therefore, based on the
aforementioned results, the proposed blockchain system could
ensure the control quality and safeguard the control system
simultaneously. For the FDI attacks, Fig. 8 illustrates the gas
and energy consumption as well as the mining speed of the
attackers compared to the data of the original blockchain
maintenance.

DCS Active Power (W) DCS Frequency (Hz)
; . ‘ :
6000} N—"""_r11| ) 10
- —P3 [ —13
4000 P4 | 14
49.5
2000 \
o 49 [ | ,
0 2 4 6 8 10 12] 0 2 4 6 8 10 12
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B-DCS Active Power (W) : B-DCS Frequency (H2)
P1
6000 N—"" —p2|| %0 { —2
— ——P3 | |49.8 T —13
2000 49.4
0 49.2
[ . . . . 49 | . . . .
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Fig. 6. Comparison of DCS without blockchain (DCS) and with blockchain
(B-DCS) in normal condition
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Fig. 7. Comparison of DCS without blockchain (DCS) and with blockchain
(B-DCS) under FDI attack
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Fig. 8. The comparison of (a) gas costs, (b) energy consumption and (c)
mining speed between attackers and authority nodes. (d) The deviation rate
between sampling and mining

From the comparison provided in Fig. 8(a), (b) and (c), the
gas and energy consumption required for a successful FDI
attack is extremely high compared with a normal blockchain
maintenance. In addition, the mining speed of the attacker is
much slower than that of the authority nodes. Therefore the
proposed DCS system is comprehensively protected by the
proposed private blockchain system against any possible FDI
attack. Although the deviation rate between the DCS sampling
and the mining shown in Fig. 8(d) could potentially interfere
with the DCS results, this interference could be prevented as
long as it is restrained in a controllable scale. The reason for
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the cause of the deviation is because the functionality of the
Raspberry Pi is not stable, leading to the asynchronisation
between the mining rate and sampling rate. But it is convenient
to restrain the deviation because of the low mining difficulty
offered by private blockchains. In the proposed work, the
deviation is restrained in a controllable scale as shown in Fig.
8(d) and the results are shown in Fig. 6.

The specific content of a block is shown in Fig.
9, including the transaction hash, block number and
the DCS data. The DCS data is presented as an
integer number  4957433545000032540142497786  as
smart contracts can only execute integer -calculations.
The practical meaning of this integer refers to
< 49.5743H z, 3545w, 325.4014V, 249.7786V al > which are
the measurement delivered to the DCS.

> transaction hash:  Oxfe35497930ea297b8f988c79c07064bccIalf818a906ebbddcd1093cabf26336
> Blocks: 0 Seconds:

> block number: 12256

1635830067

0x2e7010124db75599Ac4012A88f fAb5176b4882b4
904625697166532776746648320380374280103671755200316906558. 105947221821325312
4957433545000032540142497786

191943 (0x2edc7)

20 gwei

> block timestamp:
> account:

> balance:

> data:

> gas used:

> gas price:

> value sent:

@ ETH
> total cost: 0.00383886 ETH

Fig. 9. Block information for DCS

B. Second Level Blockchain Implementation

For the second blockchain layer, Puppeth is installed for
the PoA protocol implementation and the Bootnode service
is applied for the communication network shown in Fig. 10.
30303 to 30308 are the connection ports for the six prosumers
respectively.

TRACE[01-1816:
TRACE[01-18|16:
TRACE[01-1816:
TRACE[01-18|16:
TRACE[01-1816:
TRACE[01-18|16:
TRACE[01-1816:
TRACE[01-18|16:
TRACE[01-1816:
TRACE[01-1816:

:25.870] << FINDNODE/v4
:25.870] >> NEIGHBORS/v4
.254] << FINDNODE/v4
.254] >> NEIGHBORS/v4
.369] << FINDNODE/v4
.369] >> NEIGHBORS/v4
.467] << FINDNODE/v4
.468] >> NEIGHBORS/v4
:26.956] << FINDNODE/v4
126.956] >> NEIGHBORS/v4

id=eece7370f788d4b0 addr=127.
id=eece73707788d4b0 addr=127.
id=eBecce8e6f285dab addr=127.
id=eBecce8e6f285dab addr=127.
id=a@eb5ddalfbad4f@ addr=127.
id=a@eb5ddalfbad4f@ addr=127.
id=2ca711a6777d4872 addr=127.
id=2ca711a6777d4872 addr=127.
1d=69a015c29cb991f4 addr=127.
1d=69a015c29cb991f4 addr=127.

1:30307 err=nil
1:30307 err=nil
1:30303 err=nil
1:30303 err=nil
1:30305 err=nil
1:30305 err=nil
1:
1:
1:
1:

30306 err=nil
30306 err=nil
30304 err=nil

0.0.
0.0.
0.0.
0.0.
0.0.
0.0.
0.0.
0.0.
0.0.
0.0.1:30304 err=nil

Fig. 10. Bootnode communication services

The RT-lab with MATLAB software is used to simulate
the energy trading within the microgrid with consideration of
Lithium-ion batteries as the BESS of prosumers. The charg-
ing/discharging efficiency is 90% and the annual maintenance
cost is 16,000 Singapore cents. The prices offered by the
utility grid and FIT are 22.93 cents/kWh and 9.3 cents/kWh
respectively. The parameter w; of the utility function is set
as 0.25 and the value of r! is calculated by (23). The other
parameters of the producers are listed in Table III.

TABLE III
PARAMETERS OF GENERATORS AND POWER LOSS
Producers  a(cents/kW?2h)  B(cents/kWh)  o(cents/h)
1 0.01 4.47 18
2 0.01 3.84 21
3 0.01 4.18 12
4 0.01 2.39 14

The DA-SI pricing scheme is written in smart contracts and
deployed to the PoA blockchain which is shown in Fig. 11.

To present the advantage of DA-SI, its clearing price and
welfare are compared with those of the traditional trading of

2_default_migration

is

> transaction hash:
> Blocks: @

> contract address:
> block number: 11838

Bxc103alc5a2848c873fac59e26b9ebeb93b2c63c15bd59c7ae9232129771F53F5
Seconds: @
0@x7Bfcel6FA362867a9eF84AdC824a993983208CES

1635750201

0x2e7010124db75599AC4012A88F FAD5176b4882b4
7166532776746648320380374280103671755200316906558 . 110332841821325312

2304760 (0x232af8)

20 gwei

0 ETH

0.8460952 ETH

> block timestamp:
> account:

> balance:

> gas used:

> gas price:

> value sent:

> total cost:

> Saving migration to chain.
> Saving artifacts

> Total cost: 0.0460952 ETH

Fig. 11. Smart contracts based DA-SI deployment
the prosumer with utility grid (PWG) as well as another widely
used double auction scheme which calculates the middle rate

of the [a;, b;] (DA-MR) [44]. The energy trading information
for these three methods is compared in Fig. 12.
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Fig. 12. (a) The iteration calculation process in a time slot of DA-SI. (b) The
clearing prices generated by three methods. (c) The total power demands ang
generation of the microgrid. (d) the welfare comparison of the three pricing
schemes.

The iteration number of DA-SI calculation illustrated in Fig.
12(a) is affordable for smart contracts. After calculating the
social welfare for the microgrid with consideration of power
demands, generation and the clearing prices, the welfare is
improved most by the proposed DA-SI pricing scheme as
shown in Fig. 12(d).

The respective welfare generated by different pricing
schemes for producers and consumers are presented in Fig.
13, from which the welfare of both producers and consumers
is improve most by using the proposed DA-SI pricing scheme,
which produces a strong incentive for them to participate in the
P2P energy trading market and bid/ask their prices. Overall,
the proposed hierarchical blockchain system with DA-SI is
able to safeguard the DCS and energy trading while ensuring
the quality of the control results and improving the social
welfare of the microgrid.

VI. PERFORMANCE AND SECURITY ANALYSIS

In this paper, the proposed hierarchical blockchain system
is designed for the microgrid, including the first private
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Fig. 13. The respective welfare of (a) producers and (b) consumers provided
by different schemes

blockchain level for control system and the second PoA
blockchain level for P2P energy trading.

A. Control System Layer

In the first level, the DCS is protected by the private
blockchain system against the FDI attack. After the imple-
mentation of the blockchain, attackers are required to take
tremendous computation burden and energy expense to con-
duct a successful attack, which is theoretically impossible to
achieve. The static nodes service supports the communication
network for the four DG controller nodes. By assigning them
as the miners, all of the nodes are incentivized to behave
legally to avoid the punishment of being eliminated from the
static nodes list. In addition, the fast mining rate of the private
blockchain enables its execution to match the sampling rate of
DCS thereby maintaining a good quality of control results. The
performance of the implemented blockchain for the control
system is presented in Table IV.

TABLE IV
PERFORMANCE PARAMETERS OF BLOCKCHAIN FOR CONTROL SYSTEM

Time TPS Block number  Storage cost (gas)
7 (1-2)x10T 0 0

8 (1-2)x10%*  2.4x107 4.6x1012

9 (1-2)x10%*  6.8x107 1.3x10%3
10 (1-2)x10%  12.2x107 2.34x1013
11 (1-2)x10%*  17.7x107 3.39x1013
12 (1-2)x10%*  23.2x107 4.45%x1073
13 (1-2)x10%*  28.7x107 5.51x1013
14 (1-2)x10%*  34.1x107 6.53 x1013
15 (1-2)x10%*  38.6x107 7.4%x1013
16 (1-2)x10%*  44.1x107 8.46x 1013
17 (1-2)x10%*  49.8x107 9.56x 1013
18 (1-2)x10%*  55.7x107 10.69x10T3

According to Table IV, the transaction per second (TPS) of
the proposed blockchain is improved to match the sampling
rate. The fluctuation of the TPS values is caused by the
unstable functionality of the RPI but it is restrained in an
acceptable range and would not affect the control results
according to Fig. 6. The rapid increasing rate of the block
number is extremely difficult for the attacker to surpass, which
could effectively solve the external FDI attacks. The detection
capability depends on the tracibility and transparency of the
blockchain system. The internal FDI attack is addressed by
eliminating the address of the malicious node from the static
nodes list. In addition, the storage cost is affordable for the
controller nodes since each of their gas balance is above

9 x 10 according to Fig. 11, which proves the feasibility
of the proposed method.

B. Energy Trading Layer

In the second level, the energy trading within the microgrid
is secured by the PoA consensus protocol based blockchain
with the communication service provided by the Bootnode.
The trading role of each prosumer is flexible depending on
their power generation and demands. With the analysis of
the utility function and welfare functions, the proposed DA-
SI pricing scheme generates the optimal clearing price for
the energy trading and improves the social welfare for the
microgrid when it is compared with the DA-MR and PWG
methods. The proposed blockchain system is also energy
efficient as the mining difficulty is extremely low for private
blockchains and thus, the mining consumption could be ig-
nored in the energy trading calculation. The performance of
the implemented blockchain for the energy trading is presented
in Table V.

TABLE V
PERFORMANCE PARAMETERS OF BLOCKCHAIN FOR ENERGY TRADING

Time TPS Block number  Storage cost (gas)
7 0.5-1 0 0
8 0.5-1.0 1.8x103 7.2%x107
9 0.5-1.5 3.6x103 3.96x108
10 1-2 5.4x103 1.2x109
11 1525 7.2x103 3.18x107
12 2.5-45 9x103 6.93x107
13 3-45 10.8x103 11.46x107
14 3-4 12.6x10° 15.21 x109
15 2545 144x103 17.19x109
16 2535 162x103 18x107
17 1.5-3 18x103 18.33%x107
18 1-1.5 19.8x103 18.4%10°

Compared to the blockchain performance with that of the
control system, the production rate of blocks is more stable
and it maintains at two seconds per block as a constant value.
This is because the requirement for the mining rate is much
slower than that of the control system blockchain and it could
be supported adequately by the RPIs. Due to fewer number
of mined blocks, the storage cost is also less than that of the
control system. The illegal trading behaviours are punished
by the PoA consensus protocol by depriving the authority role
of the nodes and the opportunity to trade, which ensures the
security and data integrity of the prosumers.

At last, the energy consumption caused by the computation
and operation of the blockchain for both the control system
and energy trading is demonstrated in Fig. 14. The values
of the energy consumption of both layers are below 33W
and thereby being ignored in the welfare calculation. It also
proves the energy efficiency of the proposed method as the
difficulty of private blockchain is extremely low, leading to
less computation cost.

VII. CONCLUSION

This paper proposes a hierarchical blockchain system for
both the control system and energy trading system of a mi-
crogrid. Both blockchain levels are set up based on Ethereum
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Fig. 14. The total computation and operation consumption of the hierarchical
blockchain system

platform and provide a comprehensive protection for the
microgrid. The private blockchain with static nodes service
is designed to protect the DCS against FDI attacks within
and outside the microgrid. It also ensures the control quality
without negative impact on the system performance. At this
level, the breakthrough of the blockchain application in power
systems is achieved by expanding its usage to the control
system in addition to secure energy trading. The second level
blockchain is set up based on PoA consensus protocol to
maintain participants’ legal behaviours, and a smart contract
based DA-SI pricing scheme is designed to improve the
social welfare of the microgrid and maximize the benefit
of both producers and consumers. In the case study section,
the implementation of the proposed blockchain and the smart
contracts deployment are specifically demonstrated. Numerical
results verify the effectiveness and feasibility of the proposed
method for both distributed control and energy trading system.

The future direction would be scaling up the size of the
microgrid and testing the performance of the hierarchical
blockchain structure. Since the blockchain system could be
damaged if 2/3 of the authority nodes or miners within the
microgrid become malicious, a larger microgrid size with more
prosumers could provide a more resilient blockchain system
against FDI attacks.
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