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Abstract—Control systems are significant to the microgrid
as they regulate performance parameters such as frequency,
active power, and voltage. Distributed control systems allow
direct communication between the secondary controllers and
controls the parameters efficiently. To secure each distributed
control process and ensure a good quality of control results, a
Proof-of-Authority private blockchain is applied in this study to
defend the distributed control system against various types of
cyber-attacks such as false data injection. A four-DG islanded
microgrid is tested with the implementation of the blockchain.
Smart contracts are created to calculate the control feedback
and return the value to corresponding secondary controllers. All
of the four nodes are initially assigned as the authority nodes to
share the mining burden, but according to the Proof-of-Authority
consensus protocol, the authority role could be excluded if the
node behaves illegally and causes damage to the control system.
In addition, different attacking scenarios are categorized and
analyzed with their respective solutions. Finally, a case study
is introduced to verify the corresponding solutions and proves
that the proposed method is able to secure the distributed control
system while ensuring the control quality. Numerical results show
the effectiveness and feasibility of the proposed approach.

Index Terms—Distributed control, private blockchain, cyber-
security, smart grid, proof-of-authority

I. INTRODUCTION

With the development of distributed generation within mi-
crogrids, the requirement for ensuring a solid control system
for locally distributed generators becomes a significant task,
especially for the secondary control system. Nowadays, re-
liable energy supply is fundamentally supported by modern
cyber-physical power systems. The paradigm of cyber-physical
power systems involves the interface of all electrical supplies,
including conventional power plants and new add-ons such
as smart meters, phasor measurement units, communication
infrastructures and distributed generations . Cyber-physical
power systems are vulnerable to cyber attacks that threaten
its pervasive application of communication and information
technologies, leading to further attacks on physical systems. In
a networked control system, the exchange of measurement data
and control commands via the unprotected network is exposed
to the malicious attackers and likely to be corrupted by energy
theft or false data injection. Currently, blockchain technology
is mostly utilized in the power system operation for energy
trading due to its cryptographic mechanism and distributed
ledger feature, which could protect transactions against any
cyber-attacks. Therefore, the application of blockchain tech-
nology to ensure the security of control systems is extremely
promising and needs to be explored.

A. Related Work

The research works on cyber-security in modern cyber-
physical power systems provide different methods to achieve
the data protection of control systems. In [1], the mechanism
and categories of false data injection (FDI) are introduced.
In addition, some defensive strategies are listed in this study.
Specifically, in [2], the authors survey the attacks to state
estimation of power systems. The detailed mathematical and
theoretical depths on false data attacks and defense are pro-
posed. The investigation on the attacks against networked
control systems is provided in [3], in which a Kalman filter-
based networked predictive output tracking control scheme
is designed to protect both feedback and forward channels.
Another work studying state estimation protection [4] presents
the process of the test system setup and also proposes a
method of bad data detection, which is experimented with
different attacking scenarios. The authors in [5] propose a
joint-transformation detection method of data integrity attacks.
This method increases the detection probability by trans-
forming the measurement variation. Deep learning [6] and
deep neural network [7] techniques are used to recognize the
behavior patterns of false data injection attacks by using the
historical measurement data. These methods also detect recent
attacks patterns with incomplete power network information.
Furthermore, other ideas such as colored Gaussian noise [8]
and incomplete information [9] are applied as detection-based
approaches in power systems. According to the methods men-
tioned above to safeguard power systems, some of the previous
studies only focus on detection and identification [4–9] of the
cyber-attacks without an effective protection approach. And
the protection-based approach design of other works is only
effective to a few specific attacks [2, 3] or their problem setting
is based on random or benign attacks [6, 7]. The objective of
this paper is to propose a comprehensive protection method
for power systems.

Blockchain is considered an effective tool to secure in-
formation exchange comprehensively because of its unique
cryptographic mechanism and verification process [10]. Infor-
mation is packed into each block by using the cryptographic
method of blockchain after being validated by the other
nodes. But this advantage is not realized fully in the power
system. Due to the capability of securing and storing data,
blockchain is currently only applied as a framework with
various pricing mechanisms to safeguard energy transactions
in the power system domain, including iterative methods [11],
game theory [12] and double auction [13]. According to the
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previous researches, various types of consensus protocols are
adopted such as Proof-of-Work (PoW), Proof-of-Stake (PoS)
and Practical Byzantine Fault Tolerance (PBFT). But in the
control system of microgrids, the usage of blockchain is rarely
adopted. The responsibility of distributed control in the power
system is to sense the electrical parameters (frequency, voltage,
active and reactive power) of the microgrid and adjust them to
the respective reference value to maintain a normal operation
of the whole power system [14]. It relies on the communication
and data transmission among the primary and secondary
hardware controllers [15]. The authors in [16] propose an
auditable access control system for private data in service-
centric IoT environments. This ensures private data security
for real application scenarios in IoT environments. Similarly,
in [17], the authors design a blockchain-based access con-
trol protocol in the IoT-enabled smart grid system. Their
proposed blockchain records the profile of power generation
and transmission and manages energy trading. The authors
in [18] present a theoretical control-model formulation of the
founding Satoshi Nakamoto blockchain with PoW, which is
generic of every honest ledger-maintainer’s local operations
on a blockchain network. Current studies on access control
systems with IoT are mainly focused on privacy data security
rather than data transmission security [16, 17, 19]. And the
concept of their control systems is completely different from
the control system existing in power systems. In addition, their
proposed blockchain model works separately with the control
system, which means the blockchain is only able to protect
the attacks outside the system but cannot provide protection if
any nodes within the blockchain become malicious [20]. The
other related work only proposed a theoretical idea in which
the blockchain enables the protection of distributed control
without a feasible implementation [21]. Therefore their conclu-
sion is unreliable. More significantly, none of the blockchain
models in the previous work could match the sampling rate of
the power system control. To maintain a stable power system,
the control system samples the electrical parameters more than
10,000 times per second [22, 23]. This means the mining rate
should equal the sampling rate and generate 10,000 blocks
per second. The complex mining mechanism and huge gas
consumption needed for PoW and PoS make the such required
mining rate impossible.

Overall, the research gaps are concluded as follows:
• Except blockchain, other methods can only detect and

identify FDI attacks without providing a comprehensive
protection method.

• For the blockchain-based control system, previous works
cannot defend the FDI attacks aimed at data transmission.

• The security is not completely ensured when the internal
nodes become malicious.

• Theoretical assumption without the support from actual
implementation.

• The block production rate cannot match the sampling rate
of distributed control in power systems.

B. Motivation and Contribution

In this paper, the main focus is to design a blockchain-
based comprehensive protection method against various cyber-

attacks for the secondary control layer of the islanded micro-
grid. It enables a secure and efficient communication environ-
ment for the neighboring local distributed generation (DG)
controllers. The proposed blockchain model could support
controllers to exchange information with one another, and
thus, the application of blockchain in power systems can
be expanded to control systems. The adoption of blockchain
prevents malicious attacks such as FDI. In the proposed model,
the functions of blockchain engaged in the control operation
directly as the designed smart contracts are responsible for
the exchange of the input and feedback control signals of DG
controllers instead of money and products for transactions.
The penetration of the proposed blockchain applications into
the control system is deep enough to protect both external
and internal attacks. Therefore, the quality and security of
the control from the secondary control layer are ensured.
In the proposed model, a Proof-of-Authority (PoA) based
private blockchain is applied to secure the secondary frequency
control of islanded microgrids. To achieve the synchronization
to the fast sampling rate, the gRPC technique is applied to
further enhance the mining rate of the proposed blockchain.
In this context, the contributions of this paper are:

• A PoA based private blockchain is proposed to provide
comprehensive protection for the distributed control sys-
tem (DCS) of the microgrid, in which the data transmis-
sion between the microgrid and the DCS is secured.

• Different cyber-attacks such as FDI against secondary
control for a four-DG islanded microgrid are defended
by the deep penetration of the proposed blockchain
application, including the external attacks and internal
injections.

• The implementation of the proposed blockchain model
is specifically demonstrated with the creation of smart
contracts to prove the feasibility and effectiveness of the
proposed method, which requires low energy consump-
tion.

• The gRPC technique is utilized to enhance the mining
rate of the proposed blockchain. Therefore, the block
production speed can match the sampling rate and ensure
the quality of the DCS outcomes.

The remaining of this study is organized as follows: Section
II presents a distributed secondary control system for fre-
quency regulation. Section III introduces the Ethereum based
PoA private blockchain for securing the frequency regulation
of a four-DG islanded microgrid with smart contracts creation.
Different attacking scenarios are analyzed in Section IV, with
corresponding solutions offered by the proposed blockchain
model. A case study and the implementation process of the
proposed method are shown in Section V. The evaluation of the
proposed method is discussed in Section VI. Finally, Section
VII includes the conclusion of the study and future works.

II. DISTRIBUTED SECONDARY FREQUENCY CONTROL FOR
MICROGRIDS

Secondary control removes the steady-state frequency de-
viations produced from the primary droop control. The con-
ventional secondary control layer is based on a microgrid
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central controller (MGCC) as a central agent responsible for
collecting information from each local DG and sending the
control commands back to them. This control method requires
a huge computation and communication burden on the central
agent, leading to poor control dynamics and potential single-
point failures. Therefore, distributed control strategy has been
invented to regulate the frequency value. Under the distributed
control strategy, each local controller could communicate with
its neighboring controllers and adjust their frequency to the
reference values. In this scenario, both secondary controllers
and primary controllers are locally distributed to each DG unit.
Fig. 1 illustrates the structure of a distributed secondary control
system.

Fig. 1. Distributed control system for microgrids

From Fig. 1, the secondary controllers of DG units collect
the measurements (such as frequency) of the microgrid via
the communication network supported by the PoA private
blockchain, which will be proposed in Section III. The com-
munication network of DG units could be described by a
weighted adjacency matrix A. According to Fig. 1, A is shown
as:

A =


0 a12 0 a14
a21 0 a23 0
0 a32 0 a34
a41 0 a43 0

 (1)

where elements aij > 0 refer to the direct information
exchange between controllers of DGi and DGj .

The distributed control feedback of frequency Uw sent by
secondary controllers could be calculated as:

Uw = Kw × [(A−D)× F +G× (F ∗ − F )] (2)

F =


w1

w2

w3

w4

 (3)

D =


a12 + a14 0 0 0

0 a21 + a23 0 0
0 0 a32 + a34 0
0 0 0 a41 + a43

 (4)

where G is the weighted matrix and F ∗ is the reference
frequency matrix, in which w1-w4 are the reference frequency
values of the four DG units. Kw refers to the positive control
gain. For each controller, the diagonal elements in D refer
to the other controllers that could be communicated with
according to A.

The frequency of the proposed distributed secondary fre-
quency controllers and its targeted frequency are calculated
as:

wi = w∗
i − kwiP + δwi (5)

lim
t→∞

wi(t) = w∗
i (6)

where w∗
i is the reference frequency value for DGi. kwi is

the droop coefficients and δwi is the secondary control signal
sent to the primary control level. Equation (5) implies that the
final goal of the DCS is to adjust the electrical parameters to
the reference value.

III. BLOCKCHAIN AND SMART CONTRACTS
IMPLEMENTATION FOR DCS

After the introduction of DCS, this section first identifies the
blockchain features that most applicable for the proposed DCS
and control algorithms proposed in Section II. In addition to
the security requirement of DCS, the proposed blockchain type
should also adequately match the frequency of DCS sampling,
in which each round of input and control commands exchange
is extremely fast. A short block production period is required
for the selection of blockchain types.

From the working mechanism of blockchain, the infor-
mation of data exchange (control signals or transactions)
proposed by the participants are packed by validators, who
use a cryptographic method called hash function to encode and
secure the information. The blockchain types are determined
by their consensus protocols, which define the agreement rules
among all the participants. Before the data package, the infor-
mation should be verified and authenticated by the participants
of the blockchain according to the rules of agreement offered
by the consensus protocol. In the blockchain applications for
the power system domain, Ethereum and Hyperledger Fabric
are the two most popular blockchain platforms that are widely
used in the previous studies. Table I compares the performance
of a four-node microgrid by using different blockchain types
from different platforms.

TABLE I
THE COMPARISON OF PERFORMANCES OF ETHEREUM AND

HYPERLEDGER BLOCKCHAIN

Platform Ethereum Ethereum Hyperledger Fabric
Blockchain type Public Private Private
Nodes quantity 4 4 4

Consensus PoW/PoS PoA PBFT
Setup tool EVM Geth Fabric
Authority Decentralised Consortium Centralised

Block production > 5mins < 10−2second < 10−2second
Smart contracts Solidity Solidity Chaincode

Gas Required Required Not required
Mining difficulty > 1012 1 > 3 ∗ 10

According to Table I, compared to the public chains, the pri-
vate blockchain does not require high-performance hardware
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due to its lower mining difficulty and much shorter period for
each block production. The interval time of block production
is more predictable, and it has been proved that a private
blockchain is able to mine 20,000 transactions per second [24].
Such a high mining rate is able to match the DCS sampling
rate. Besides, a longer time of block production results in more
frequent calls of the smart contract functions. This leads to
enormous gas costs because every control process requires
the execution from the smart contract. The disadvantages
of public blockchain also include heavy computation burden
and huge energy consumption. For the comparison between
different platforms, nodes of Hyperledger Fabric have different
roles and cannot be switched [25]. This feature conflicts with
the distributed secondary controllers which share the same
communication burden in the microgrid. But in the Ethereum
based blockchain, it is flexible to adjust the roles of nodes [26].
According to the PoA consensus protocol, only authority nodes
are able to mine the blocks. The selection of the authority
nodes is decided on the legitimacy of the contributions made
by the nodes of the blockchain, such as validating information
legally without injecting false data maliciously. In this study, to
maintain the decentralised structure of the blockchain system,
all of the four DG controllers are assigned as authority
nodes to validate the blockchain and share the mining and
communication burden.

Based on the aforementioned advantages, the Ethereum
based PoA private blockchain is selected for securing the
four-DG islanded microgrid. The specific introduction of the
proposed PoA blockchain system is provided in the next
section.

A. PoA Blockchain Implementation for DCS

The integration and implementation of PoA blockchain with
DCS models includes four modules, which are demonstrated
in Fig. 2. Module I, corresponding to DCS simulation, is
set up by the RT-Lab [27] is supported by a real-time
simulation machine. Module II is the server interface for
real-time data transmission between the DCS and the PoA
blockchain system, including four data channels for the four
secondary controllers respectively. Real-time data such as
frequency is first transferred from RT-LAB to the Socket
interface via a user datagram protocol (UDP). The data items
are then packed and categorized for further transmission to
the proposed blockchain system by using Remote Procedure
Calls (gRPC) which provides services such as authentication
and bidirectional streaming.

Model III refers to the proposed PoA blockchain system,
in which four node-accounts representing the four secondary
DG controllers are created with different addresses and private
keys. After receiving the information from the server interface,
the Web3 Python-written scripts call the functions of the smart
contracts to calculate Equation (2) and pass the calculation
results to Module IV. The communication network is set up by
connecting those four nodes via a Bootnode channel which is
a service provided by the proposed PoA blockchain. Finally,
Module IV sends the control commands back to the server
interface to achieve the results of DCS.

According to Module III shown in Fig. 2, the input data is
packed by the four miner nodes to form a new block added
to the blockchain. The packing method is achieved by using a
crypto-graphic method called hash function, which translates
the practical measurements to a set of hash code. This hash
code is extremely difficult to be traced and thus the data of
DCS is secured by the blockchain system. The hash function
in the proposed PoA blockchain is defined as:

Code(n) = H(< f, P >,Contrs, T ime,Code(n− 1)) (7)

where f, P refers to the measurement data and Contrs is the
deployed smart contracts. Code(n−1) refers to the hash code
of the previous block.

In Equation (6), the hash code of previous blocks is taken
into the hash code calculation of the later block. This feature
constructs the connection among every block. A slight change
happened in one block will crash the ’chain’ of the blockchain
so that any malicious attack could be easily detected and then
becomes invalid. The specific attacks in different scenarios and
the corresponding solutions provided by the PoA blockchain
will be analysed in Section IV.

A disadvantage of blockchain technology needs to be noted.
The mining duration is not a stable period, which means each
mining process could not only match one but multiple DCS
sampling processes. During each block production Tb, the
number of DCS processes n mined in each block could be
defined as:

n =
Tb

Ts
(8)

where Ts refers to each sampling time.
The solution for this problem is provided by blockchain

itself, which is called Merkle tree mining structure (MTMS).
By using the MTMS, miners first calculate n sets of hash
codes for the corresponding n DCS processes. Then, they form
these hash codes to groups and continually hash each hash
code group until a final hash code is generated to represent all
of the n DCS processes. Fig. 3 illustrates the mechanism of
MTMS, in which HashCode(1 + 2 + ...+ n) represents the
n DCS processes during a block production.

B. Smart Contracts Creation for DCS

Smart contracts in blockchain are responsible for executing
data exchange automatically. In this paper, the functions in the
smart contracts for data exchange are designed respectively
for the four secondary controllers. After receiving the mea-
surements from the other controllers, smart contracts calculate
Uw and return this value to each controller. Since smart
contracts are designed for efficient calculation, they cannot
afford complex computation so that the integrated computation
related to Equation (5) and (6) are calculated in Module IV
of Fig. 2. The working mechanism of smart contracts in the
proposed blockchain model is shown in the algorithm below.

It should be noted that the last step of Algorithm 1 removes
the previous data of the four controllers. Because after each
block production, new measurements of the four controllers
will be transferred from Module I to Module III and the
removal of previous measurements helps to relive the storage
burden of smart contracts and prevent any latency that may
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Fig. 2. Schematic diagram for the PoA blockchain system based microgrid. Module I: RT-LAB simulation; Module II: Socket interface; Module III: The
PoA blockchain implementation; and Module IV: Control signals delivery to Module II.

Fig. 3. MTMS mechanism of hash process

cause unpredictable time of mining. By using smart contracts
for the DCS execution, the control structure of the four-DG
microgrid is slightly changed, which is shown in Fig. 4.

IV. ATTACK ANALYSIS FOR POA BLOCKCHAIN BASED
DCS

To attack the proposed PoA blockchain process, the attack-
ers aims to inject a false measurement to mislead the DCS
process. The capability of defending the DCS by a blockchain
is positively proportional to the number of blocks. Although
blockchain is vulnerable when it only contains few blocks, the
block production of the private chain is extremely fast, and
thousands of blocks could be mined per second. Therefore,
the scenarios of different attacks are based on the rational

Algorithm 1 DCS execution of smart contract
for each smartcontracti ∈ [blocki] do

Establish structure of each node:
< address[account], uint[id], int[f, P,Q, v] >

Receive data:
Register nodes < address, id, [f, P,Q, v] >;

Calculation:
Function I: feedback calculation for Node1;
Function II: feedback calculation for Node2;
Function III: feedback calculation for Node3;
Function IV: feedback calculation for Node4;

Return values to four nodes:
< address[account], uint[id], int[f, P,Q, v] >;

Delete nodes information;
end for;

Fig. 4. Transformation of distributed control structure caused by smart
contracts deployment
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assumption that there are already adequate number of blocks
generated and the smart contracts have already been deployed
to the blockchain before the execution of the malicious attack.
Since the DCS has already been protected by the PoA private
blockchain, the attacking scenarios are categorized as three
types against the blockchain based DCS process:

• The attacker is outside of the microgrid.
• The attacker is one of the controller nodes or it manages

to control one of the controller nodes.
• The attacker aims to overwrite the smart contract.

Furthermore, another problem called Double-feedback Send-
ing (DfS) is also analysed in this section.

A. Attacks Outside Microgrid

Blockchain technology is effective to solve the attacks out
of the network. To inject information or overwrite the content
of any block of the blockchain maliciously, the attacker needs
to decode the hash codes. According to Equation (7), each
hash code set is related to that of the other block. Once the
content of a block has been changed, its original hash codes
becomes invalid. However, the blockchain only recognizes the
longest chain and thus, the attacker is required to decode all of
the blocks behind the attacked block and meanwhile re-mine a
new blockchain whose length and mining speed must overpass
those of the original blockchain to legalize his attack.

In addition, in some of the blocks, the data has been hashed
multiple times by the MTMS mechanism illustrated in Fig. 3.
The attacker needs to decode at least one branch of the merkle
tree successfully to get only part of the DCS measurements.
This enormous workload for attackers outside the microgrid is
theoretically impossible to be completed. The energy and gas
consumption of this type of attack are quantified in Section V.

B. Attacks Within Microgrid

Unlike other blockchain service in which the identities of
validators are anonymous or pseudo-anonymous, the authority
nodes (validators) need to confirm their true identities to estab-
lish a valid and trustworthy mining environment for the PoA
private blockchain. According to the PoA consensus protocol,
only the authority nodes are able to pack the DCS measure-
ments, which means the attacker must pre-authenticated to
become the authority nodes so that the probability of a suc-
cessful false data injection could be realised. This requirement
exposes the identity of the attacker to the whole network and
increases the chances to detect the attacks. If the authority
node is unavailable or behaves maliciously, it will be excluded
from the list of authority nodes.

In the worst case, if 1) the attacker passes the pre-
authentication of the proposed blockchain system and 2)
it is able to control Node1 controller from the xth DCS
process and 3) send false data which is also not detected by
the verification process from the other three nodes, it could
read the measurements transmitted through the feedback and
forward channels and modify them arbitrarily. As all the four
DG secondary controllers are assigned as authority nodes, the
role matrix of the microgrid is defined as:

AT =
[
A1 A2 A3 A4

]
(9)

During each DCS process, the input of the attacker Node1
is defined as:

IT1 =
[
M1 M2 0 M4

]
(10)

where Mi is the input from the Nodei controller.
After receiving the input, the attacker overwrites the ele-

ments of the input to achieve a false calculation result of the
smart contract as:

Uow1 = K[(M∗−Mf1)+(Mf2−Mf1)+(Mf3−Mf1)] (11)

Uow1 = U + αow1 (12)

where Mfi is the element that probably be modified by the
attacker and αow1 refers to the deviation between thr corrected
U and the false Uow1.

Then, for the DCS process of Node2 controller, the input
received by it could be defined as:

IT2 =
[
Mf1 M2 M3 0

]
(13)

where Mf1 is the false input from Node1 controller.
Its feedback value U2 is also influenced by the false Mf1

injection as:

Uow2 = K[(M∗ −M2) + (Mf1 −M2) + (M3 −M2)] (14)

The false feedback provided by the attacker Node1 will
progressively influence the inputs for all the other controller
nodes as well as that of the next DCS process which are shown
in Equation (15) and (16) respectively.

I(x) =


M1 Mf1 0 Mf1

M2 M2 Mf2 0
0 M3 M3 Mf3

M4 0 M4 M4

 (15)

I(x+ 1) =


Mf1 Mf1 0 Mf1

Mf2 Mf2 Mf2 0
0 M3 Mf3 Mf3

Mf4 0 Mf4 Mf4

 (16)

According to Equation (16), all the input measurements
are false data which are injected into the DCS, and once
the system becomes unstable, the proposal for re-selection
of authority nodes will be raised. As all of the nodes are
unwilling to be excluded from the authority nodes listthe input
matrix will be traced and verified by them and after the voting
mechanism provided by PoA consensus protocol, the new
agreement is the achieved by removing the attacker Node1
from the authority nodes list as:

A =


A1

A2

A3

A4

×
[
0 1 1 1

]
=


0
A2

A3

A4

 (17)

where 0 refers to false and 1 refers to true.
After the removal of Node1 from the authority nodes list,

the attacker node becomes a common node who has no access
to the DCS measurements. The opportunity for the attacker,
with no access to the DCS data, to attack the proposed
blockchain based DCS is introduced in Section IV.A.
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C. Attacks against Smart Contracts

In the blockchain system, the procedures of smart con-
tracts deployment are similar to the mining mechanism for
transactions. The authority nodes mine the smart contract
to the blockchain which means the smart contracts are also
protected by hash functions. After being deployed to the
blockchain system, the method to overwrite the content of the
smart contracts equals to the attacking scenarios introduced
in Section IV.A, which requires enormous energy and gas
consumption. Before the deployment, only the owner of the
private blockchain could change the content of the smart
contracts. Adversely, all the nodes within the microgrid are
not allowed to modify smart contracts, including the authority
nodes.

D. Other Possible Attacking Scenarios

Another attack against the PoA blockchain based DCS is
DfS. The rationale of DfS is similar to the mechanism of
double-spending problem. In this scenario, the malicious node
within the microgrid sends multiple different input values to
other nodes in a DCS process. If these false inputs are not sent
simultaneously, only the firstly sent input would be confirmed
for the blockchain system and then verified to the subsequent
block but the other inputs will be recognized as invalid. If
these different false data inputs are sent simultaneously, the
input with highest number of confirmations verified by the
other nodes is selected to be mined and the other inputs will
be discarded. In both conditions, the malicious node cannot
escape from the removal of its authority role because the false
input will be detected by using the solution introduced in
Section IV.B.

Regardless of the advantages mentioned in Section III, this
section shows the tolerance to malicious nodes of the proposed
PoA blockchain based DCS, as long as 2/3 of the nodes are not
compromised. Overall, the proposed PoA private blockchain
is able to guarantee the DCS’s integrity and reliability.

V. CASE STUDY

In this section, the simulation of the control system is
performed in RT-LAB and MATLAB software. The simulation
model of the four-DG islanded microgrid is established and
shown in Fig. 5 and Table II shows the electrical and control
parameters for the microgrid.

Fig. 5. Microgrid simulation model

TABLE II
PARAMETERS OF DCS

Parameter Value
Line Impedance (1,2) R12=0.8 Ω, L12 = 3.6mH
Line Impedance (2,3) R23=0.4 Ω, L23 = 1.8mH
Line Impedance (3,4) R34=0.7 Ω, L12 = 1.7mH

Load1 P1= 18 kW, Q1= 6 kVar
load2 P2= 12 kW, Q2= 4 kVar

Reference Value w∗= 50 Hz, V ∗= 230
√
2V

DG Impedance R= 0.1 Ω, L = 4.8mH
DG1,2 Capacity kP = 2e−4, kQ = 4e−3

DG3,4 Capacity kP = e−4, kQ = 2e−3

A. Blockchain Implementation

The hardware and software used for the blockchain setup
is clarified in Table III.

TABLE III
INSTRUMENTS INFORMATION FOR BLOCKCHAIN SETUP

Name Version
Geth 1.10.6

Node.js 6.14.6
Truffle.js 5.1.49
Web3.py 5.12.0

Solidity smart contracts >= 0.4.22 < 0.7.0
Raspberry Pi 4 Model B

RT-LAB 11.3.1.34

The communication within the microgrid is supported by the
Bootnode service. The interval time of each block production
is controlled from 101.203µs to 451.487µs. The mining pro-
cess of the proposed blockchain is shown in Fig. 6 and the
nodes communication channel as well as the smart contracts
deployment are shown in Fig. 7 and Fig. 8 respectively.

Fig. 6. Mining process of the PoA blockchain

Fig. 7. Communication channel service for the blockchain network supported
by Bootnode

Fig. 6 shows the mining process of one block, including the
block number, block size, hash codes and production time.
According to Fig. 7, the blockchain is mined by the four
authority nodes in rotation, in which 30303 to 30306 are
the respective communication channels of the four controller
nodes. Shown in Fig. 8, the smart contract for DCS calculation
is deployed to the blockchain. In addition, the information
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Fig. 8. Deployment interface of Smart contract achieved by Truffle.js

of the smart contracts address, miner address and the gas
costs of the deployment are also demonstrated. These types of
information are valuable as they are used in Web3.py based
scripts to realize the function offered by smart contracts.

B. Results of Blockchain based DCS

The frequency regulation results of DCS with and without
the implementation of the proposed PoA blockchain are com-
pared in Fig. 9, according to which the control result of the
blockchain based DCS (B-DCS) is synchronized to that of
the DCS. In Fig. 9, P1-P4 and f1-f4 are the respective active
power and frequency of the four DG controllers.

Fig. 9. Control results of the four-DG microgrid without blockchain (DCS)
and with blockchain (B-DCS) implementation.

Fig. 10. Frequency regulation of B-DCS and DCS based microgrid (f1-f4 are
the frequency of the four DG controllers)

However, there is still a slight difference between the control
results of DCS and B-DCS when enlarging the frequency
result from Fig. 9 to Fig. 10. The reason for this difference
is because multiple sampling processes of DCS are mined
in each block, which slightly delays feedback sent to the

DCS controllers. The number of the processes mined in each
block is positively proportional to the duration of the latency
caused. Therefore, the interval time of each block production is
required to be constrained in a predictable scope. The number
of DCS processes mined in each block in this study is shown
Fig. 11 (d).

The comparison shown in Fig. 9 proves that the proposed
PoA blockchain for the DCS would not negatively influence
the DCS when it is implemented. Therefore, the quality of
the control process is ensured. For the attack outside the
microgrid, Fig. 11 presents the energy and gas consumption
as well as the re-mining rate of the attacker compared with
the original blockchain operation, where the Decoding and
Re − mining refers to the malicious attack and Mining
refers to the proposed blockchain operation. Additionally, the
number of DCS processes mined in each block of the proposed
blockchain is also shown.

Fig. 11. The comparison of (a) gas costs, (b) energy consumption and (c)
mining rate between the attacker and the authority nodes. (d) the number of
DCS processes mined in each block.

Depending on Fig. 11 (a), (b) and (c), the extremely huge
amount of gas and energy consumption required for a mali-
cious attack is unaffordable for the attackers. More desperately,
the existing fast mining rate of the proposed private blockchain
is also difficult to surpass. According to Fig. 11 (d), 480,027
blocks are totally mined during the 12 seconds and the number
of DCS processes mined in each block is restrained below 10.

For the attacker within the microgrid, once it has been
detected by the proposed blockchain system, it is excluded
from the authority nodes list and it loses the data access of
mining blocks. In this case study, Node1 is set as a malicious
node and it has been detected after 627 blocks (0.157 seconds)
were mined. Therefore, Node1 cannot check the data for the
rest of the blockchain since it is defined as a common node.
Fig. 12 demonstrates the practical content of block No. 628 (at
the top, black) compared to the content that a common node
could check (at the bottom, green).

According to the green content presented in the bottom of
Fig. 12, the common node is forbidden to check the DCS data
but only able to check the hash codes and mining difficulty.
The valuable data is replaced by 0xd783...0 in the block
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Fig. 12. The respective DCS data that could be checked by authority nodes
(upper) and common nodes (bottom).

structure and thus the DCS is secured. The actual valuable
information is presented at the upper part of Fig. 12, including
the smart contract address, the miner account as well as its
balance and the DCS data, in which the input measurements
are < 49.5753Hz, 3454w, 325.4017V, 249.7864V al >. Be-
cause the input and output of smart contracts can only be
presented in integers, the DCS data is covered in data :
4957533545000032540172497864.

Based on the results of the case study, the proposed PoA
private blockchain based DCS is effective to defend the control
system against all of the mentioned attacking scenarios. It
provides no opportunity for the attackers outside the network
while reducing the risks of selecting questionable authority
nodes and incentivizing a long-term commitment.

VI. DISCUSSION

In this paper, the proposed PoA blockchain is utilized to
secure each control process of DCS and smart contracts are
written to calculate the feedback for each input instead of
transaction execution. The results of the case study prove the
effectiveness and feasibility of the proposed method. In other
words, this study shows the potential of applying blockchain
into securing technical operations in power system domain in
addition to its usage for P2P energy trading. The distributed
structure features for both DCS and blockchain are combined
perfectly and the operation of DCS is secured by the PoA
private blockchain without any negative performance. Al-
though, the control results presented by the proposed method is
slightly different to those without blockchain implementation,
it could be addressed by increasing the mining rate to match
each sampling time if more advanced facilities could be used
according to [24]. The proposed method is also efficient in
energy consumption. As a private chain requires neither high-
performance hardware nor high mining difficulty value for
operation, the mining rate is fast but predictable with low
energy and gas consumption.

Unlike other types of blockchain services that pseudo-
anonymity or anonymity is used to hide customers’ privacy,
the PoA consensus protocol requires real identities from the
authority nodes. This feature coincidentally becomes an advan-
tage when it is applied in the DCS as it reduces the risks of se-

lecting malicious authority nodes. In PoA consensus protocol,
the roles of nodes are not constant. Each node could earn the
reputation from the microgrid to pass the pre-authentication
or could be excluded from the authority nodes list due to
its illegal behaviours. In addition, it also provides a flexible
mining environment for the microgrid network because the
performance parameters could be adjusted according to the
specific DCS requirement, including the upper limits of block
number mined, the value of mining difficulty and gas price.

VII. CONCLUSION

In conclusion, this paper proposed PoA private blockchain
based DCS for a four-DG islanded microgrid, which breaks
through the bottleneck of blockchain applications in the power
system domain. The process of DCS is presented for the
frequency regulation and the blockchain is set up based on
Ethereum platform. The fast mining rate and low energy
consumption of the proposed private blockchain match each
DCS process efficiently. Various attacking scenarios against
the proposed model are analyzed and the designed blockchain
model provides corresponding solutions in each scenario and
thereby becoming a solid tool for safeguarding the DCS. In
the case study section, the blockchain implementation and
smart contracts creation for the four-DG islanded microgrid
is specifically demonstrated. Four Raspberry Pi 4Bs are used
for the node communication of the four secondary controllers.
Numerical results prove the effectiveness and feasibility of
the proposed method as it is able to secure the DCS while
maintaining the quality of the control process.

The extension work would be expanding the microgrid size
and testing the performance of the proposed PoA blockchain.
Since the malicious node needs to control at least 2/3 of the
nodes within the microgrid to achieve a successful attack,
a larger microgrid size with more DG units and secondary
controllers could theoretically provide a more resilient network
structure against various cyber-attacks.
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